
Brexit impact – Proactive advice on 
how to future proof your Risk & 
Compliance teams as we face an 
uncertain Regulatory landscape post 
Brexit.  



Future of financial services regulation post-
transition – Risk and Compliance 
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Brexit and data protection

➢ One of the more obvious E.U.-dependent topics is data protection. During the transition period, 

the General Data Protection Regulation (GDPR), like all other E.U. regulations, will continue to 

apply to the U.K. Following the completion of the Brexit transition, however, the U.K. will rely upon 

domestic law by way of the Data Protection Act of 2018 (DPA). 

➢ During the last revision of the DPA, the U.K. government deliberately incorporated the provisions 

of the GDPR in order to ease the transfer of responsibility; the GDPR also now is widely regarded 

as the global gold standard in data protection regulation; and, as such, it makes sense for the U.K. 

to continue to hold itself accountable to such standards.



Brexit and data protection

➢ Following the conclusion of the Brexit transition, the U.K. can, at least, feel reassured that robust 

data protection legislation will exist. However, those firms that conduct business in the E.U. will 

still be required to comply with the requirements of the GDPR. 

➢ This will present some additional complexity for firms, particularly in the absence of clarity 

regarding country equivalency and the transfer of data.



Brexit and Anti-Money 
Laundering

➢ Historically, money laundering legislation in the U.K. has implemented the 

requirements of the various E.U. Money Laundering Directives. For example, the 

Fifth Money Laundering Directive (5AMLD) was transposed into E.U. law in 

January 2020 and was enacted into U.K. national law via the Money Laundering 

and Terrorist Financing (Amendment) Regulations of 2019.



Brexit and Anti-Money 
Laundering

➢Following the Brexit transition, the U.K. government is likely to adopt a 

different approach and have already confirmed that the Sixth Money 

Laundering Directive (6AMLD) — which is to be implemented into E.U. 

member states’ domestic laws by June 2021 — will not be transposed into 

U.K. law. In this instance, it is the case that U.K. domestic law already covers 

most of the provisions of the 6AMLD and the U.K. government has 

determined that amendments to U.K. domestic legislation are not warranted



Brexit and Financial Sanctions

➢ One topic that may require some ongoing coordination between the E.U. and the U.K. is 

sanctions. 

➢Currently the U.K. is subject to, and complies with, United Nations sanctions which are enacted 

through E.U. law. 

➢Post-Brexit, the U.K. will implement a range of U.K. sanctions regimes via the Sanctions and Anti-

Money Laundering Act of 2018. 

➢Among these sanctions are financial sanctions administered by the Office of Financial Sanctions 

Implementation, a branch of Her Majesty’s Treasury.



Brexit and Financial Sanctions

➢ Regardless of the existence of sanctions-specific legislation in the U.K., it would be prudent of 

compliance personnel in the U.K. to ensure that any sanctions licenses or exemptions are still 

valid post-Brexit and that all firms incorporate any revised sanctions lists into their screening 

programs.

➢ It is unlikely that the U.K. will completely “go it alone” in the sanctions space, however. Sanctions 

play an important role in maintaining international security and preventing financial crime and 

human rights abuses, and for this reason, sanctions are being considered as a topic that will 

require ongoing co-ordination between the U.K. and the E.U.



Operational Risks

➢ Disruption to export licensing: for example, export licenses are currently required for military 

goods and "dual-use" products emanating from non-EU countries. Affected companies will need to 

ensure that red tape does not impede their exports and that licenses can be obtained without 

undue delay, otherwise UK firms stand to lose business to EU competitors who can supply 

immediately;

➢ De-coupling sanctions regimes: for example, EU sanctions against Russia do not prohibit EU 

firms from dealing with EU subsidiaries of blacklisted Russian firms. After Brexit, UK firms 

(including financial institutions) may not be able to deal with such UK subsidiaries. More 

generally, the UK's approach to policy and mechanics of such trade control and sanction issues 

remains to be seen; and



Operational Risks

Changes which may arise in ESG reporting: 

➢ such as energy auditing, are based on EU driven initiatives and may be affected given the 

ongoing government review into the simplification of business energy and carbon reporting 

schemes. However, in view of the wider trend towards increased transparency in sustainability 

reporting, the nature of the matters that need to be reported may remain substantially the same.

➢ Preparing for operational compliance post-Brexit

➢ Financial services firms are also skilled at quickly adapting to new regulatory requirements



Continued focus on COVID 19 –
impact on Compliance

➢ Clarity in key priorities, key activities, key objectives

➢ skills and competencies required to discharge the mandate effectively

➢ changes in working patterns may allow firms to access a wider pool of talent and 

greater flexibility on how they source talent

➢ Move towards integrated Compliance team with greater knowledge sharing

➢ Enhanced knowledge about business and products in order to challenge first line 

activities

➢Clearly defined roles and responsibilities and accountabilities between the 

business and Compliance teams



Continued focus on COVID 19 –
impact on Compliance

➢ Compliance functions need more diverse skill sets and capabilities

➢ Expertise on the ever-expanding scope of regulation

➢ Use data and technology as key elements for effectiveness and efficacy of 

the function

➢ Introduce a more innovation-driven mindset within the organisation



Regulatory risks

UK Banks conducting cross-border business must include the following in their Brexit 

transformation plans:

➢ Include restructuring local EU entities; 

➢ Designing new ways of operating and transacting; 

➢ Gaining appropriate local regulatory approvals; 

➢ Connecting with new market infrastructure providers (who may be undertaking their own 

transformation project), 

➢ Moving staff into new premises and drawing up new contracts with suppliers.



Automation in Risk & Compliance

➢ Establish a plan for the level of automation in Risk & Compliance functions

➢ Identify Compliance processes and data analytics that can be integrated 

and automated

➢ Set priorities by measuring benefits and limitations to help determine 

budgets, resourcing and timelines

➢ Define a Governance structure

➢ Select a solution by partnering with the right solution provider

➢ Evaluate existing technology and ensure it remains future proof



Automation in Risk & Compliance

➢ Design detailed implementation plan

➢ Execute the plan and upskill Risk & Compliance teams



Payment services guidance 

The FCA is proposing changes to various parts of its guidance and requirements for payment 

services and electronic money providers. In particular:

➢ Amendments to the technical standards on strong customer authentication (SCA) and common 

and secure methods of communication (the SCA-RTS) to encourage the adoption of open banking.

➢ Issuing temporary guidance in response to the pandemic on prudential risk management and 

safeguarding requirements for payments and electronic institutions permanent and consolidated.

➢Updating guidance to reflect changes to guidance on SCA made by the EBA and European 

Commission prior to the end of the transition period and to address changes required in the 

guidance now the UK has left the EU.

https://www.fca.org.uk/publications/consultation-papers/cp21-3-changes-sca-rts-and-guidance-payment-services-and-electronic-money-our-approach-and-perimeter


Retail banking risk mitigation

➢Ensuring fair treatment of borrowers, including those in financial difficulties - the FCA's focus will be on 

assessing banks' lending activities and delivery of forbearance and other protections.

➢Ensuring good governance and oversight of customer treatment and outcomes during business 

change - the FCA will want to be sighted on strategic change and business transformation programmes 

and whether these are appropriately governed.

➢Ensuring operational resilience - the FCA will focus on controls around material outsourcing of 

functions, data migrations, risk management and governance of the use of cloud-based technology.

➢Minimising fraud and other financial crime - the FCA expects retail banks to build greater resilience to 

fraud and other financial crime through sustained improvement in their systems and controls.



Retail banking risk mitigation

➢EU Withdrawal - firms should have considered how the end of transition period affects their 

customers and be ensuring fair treatment of those customers.

➢LIBOR - the FCA particularly wants firms to manage the conduct risks associated with 

transitioning loan or mortgage contracts with retail consumers or relevant SMEs.

➢The letter concludes by reiterating the FCA's focus on firms establishing healthy and purposeful 

cultures, with leaders clearly articulating values supported by role modelling of appropriate 

behaviours.



Negative interest rate risk 
mitigation

Tactical solutions for negative interest rates

The PRA has written to firms with the outcomes of its October 2020 request for information on their 

operational readiness for a zero, near-zero or negative Bank Rate, or a tiered system of remuneration. 

The PRA concluded that:

➢Firms are already able to deal with near-zero rates (to at least two decimal places)

➢A zero Bank Rate would pose less of a challenge than a negative rate and would be quicker to 

implement

➢A small number of firms do not need to do any further development work, but most firms would need 

to make changes to systems and processes to implement either a tactical or strategic solution

➢The majority of firms would be able to implement tactical solutions to accommodate a negative Bank 

Rate within six months, without material risk to safety and soundness

https://www.bankofengland.co.uk/-/media/boe/files/letter/2021/february/letter-from-sam-woods.pdf?la=en&hash=6A6B74676ED80C9433C46E4AB5D107635198167E
https://www.bankofenglan/


Resourcing risk mitigation

➢ Perform competency assessment of current skill set against future operating model resource 

requirements

➢ Expand recruitment pool and move away from traditional recruitment strategy 

➢ As a result of increased remote working, expand talent pool to this network

➢ Establish a vision of future state roles and responsibilities with Compliance with clarity of how 

these fit within the 3 lines of defence model. 

➢ Identify training needs withing the function which involves providing greater support to the 

business. 



Overlap in terminology – Risk, 
Compliance and Internal Audit

Key questions:

➢ Do potential synergies between Risk, Compliance and Internal Audit exist within the firm?

➢ Is there a breakdown in the process between these functions?

➢ Are they unified in their approach to mitigate risks and address these issues through their 

oversight responsibilities?

➢ Has the organisation analysed on what the operating risk management model must look like?

➢ Do Risk, Compliance and Internal Audit have a shared mandate of providing oversight to the first 

line and challenge the execution of risk management practices?



Questions? 


